Crypto Assignment

Task 1 (4 points)

e (1.5 points) Create a histogram for each text that display the relative frequency of letters in a
graphical form. For this, go to Analysis > Tools for Analysis. Provide the two histograms in
screenshots.

‘Y CrypTool 1441 - ASCI Hi i Tolstay> (2526225 chy B o "
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window  Help

Do (@@ 5|22 olT 2|

ASCIl Histogram of <War&Peace_Tolstoy> [2528225 characters]

Press F1 to obtain help.
£ Type here to search

[ crypToal 1441 - ASCH Histogram of <NYT_Power_Outages (7535 char - =] x
File Edit View EncryptDecrypt Digitel Signotures/PKl Indiv.Procedures Anclysis Options Window Help
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(1.5 points) Do the two histograms depend significantly on the texts you have provided?
- The two histograms, from different text, are very similar. There are small deviations within
letters like F, H, and N. However, for the most part, it is almost identical.
(1 point) Calculate the entropy of each text. For this, Analysis > Tools for Analysis > Entropy. What
would you conclude from the comparison of the entropies?

(BN cryproct 1.4.41 - WarsPeace Tolstoy
File Edit View Encrypt/Decrypt Digitel Signotures/PKI Indiv. Procedures Anslysis  Gptions  Window Help

Ojce|@&| & B &7 2

Q
x

S WarkPeace_Tolstoy
@ Project Gulenberg EBook of War and Peace. by Lea Toistoy

is eBaok is for the use of anyone anywhere at no cost and with
imost no restrictions whatsoever. You may copy i, gne it away ef By. from tha forests near the Oregan border. down the spine of the Siarma Nevada and finally through
e-usa it under the tarms of the Project Gutenber License includad
this eBook or online at wwww gutenberg org
pacific Gas and Electnc, shut down a vast web of electncal lines as a precaution against wildires.
ermarkets, stocking up on essentials as f a huricane were bearing down.
itle: War and Peace
hone and the intemet as most people know it. residents fumbled for Aashights. hauled jeycans of
- Leo Tolstoy In the filh-largest economy in the world, hundreds of thausands of people were forced off the grid

o e e ia. A state 10 earthquakes, tsunamis, mudshdes and wildfires now was faced with a pawer
company4€™s dacision to shut o the electriity, with rolatiely e NOHCH g, s eare. Tobtoy M

This document containe all 26 dillerert characters of the

By Wadnesday aftemoon, at least 500,000 customers #€° each customer d  ssisctad aphabet llers € wers without powsr. The company said
electricity would be shut off for 250,000 additional customers on Wednesda

Power Outages in Hother Califomia The entropy of the whole document is 4.16
|5 0f 8:30 p.m. Eastem on Wednesday. {maximum possible entropy 4.70).

Source: Califonia Office of Emrgency SenicesBy Jugal K. Patel

‘zaid the strong winds that were forecast in the hills and canyons on 1l y of Napa and Sonoma @
Courties twa years ago. The power company, which declared banknuptcy in January in the face of tens of Wllos of ok n la o past fres, saud  was ol taking chancas this
ime.

I The shutdown led ta the cancellation of classes at Humboldt State University, Mills College in Oakland and the University of California, Berkeley. i also contributed ta multiple crashes at
intersections where traffic lights went dark_Banks and businesses in some Morthern California towns shut down; agrcultural processing machines were inoperabla in the thick af the fall
harvest.

|mageShopping at a Home Depot store in Emeryvile, Cal, on Tuesday.

Press F1 to obtain help. L1 C1 P
B Type here to search
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[SAN FRANCISCO 3€" The lights went aff in stages in Northern Calformia on Wednasday, from the forests near the Oregan border. down the spine of the Siarra Hevada and finally thiough 7 ~
he dense hillside communities across the Bay om San Francisco.

Hundreds of thousands of households lost pawer when Californiad€ ™s largest utility, Pacific Gas and Electric, shut down avast web of electnical lines as a precaution against wildfires
Not knawing haw long the outage would last, residents humed to gas stations and supermarkets, stocking up on essentials as i a humicane were bearing down.

It was an extraordinary moment for California In the state that brought the world the iPhone and the intemet as most people know it, residents fumbled for fashiights, hauled jemycans of
gasoline and read instructions an how ta manually open their automatic garage daors. In the fiith-largest econamy in the world, hundreds of thausands of people were forced off the grid

IThe vast scope of the powar shutdown suggested a new layer for Calfornia. A state prone to earthquakes, tsunamis. mudslides and ildfires now was faced with a power
company4€™s decision to shut off the elecincty, wit relalvely e NOUCH ¢y o v penser Cutege- x

This document containg 8l 25 dileerd charactes of the ) )
By Wednesday aftemoon, at least 500,000 customers #€" each customer d  saiscted sghabet llers €° were without powsr. The company said
electicity would be shut off for 250,000 additional customers on Wednasdd

Power Outages in Homthem Calfomia The entropy of the whale document is 4.17
|45 of 3:30 p m. Eastem on Wednesday. {maximum possible entropy 4.70).

Source: California Office of Emergency SericesBy Jugal K Patel
IMateorologists said the strong winds that were forecast in the hills and canyons on I in the wine country of Napa and Sonoma 2
Caurtios two yoars ago. Tha powss company, which declarad banknupicy in Jarsiay in tha baca of tens of wlions nfdnllasm h:hm..sfmm past fires, said it was no taking chances this
ime.

I The shutdown led ta the cancellation of classes at Humboldt State University, Mills College in Oakland and the University of California, Berkeley. i also contributed ta multiple crashes at
intersections where traffic lights went dark_Banks and businesses in some Morthern California towns shut down; agrcultural processing machines were inoperabla in the thick af the fall
harvest.

|mageShopping at a Home Dapot store in Emeryville, Cal, on Tussday.

Press F1 to obtain help. L1 G Pl

P Type here to search

- The entropy numbers are off by .01. This means that they are very random and not able to be
easily predicted, considering the max Entropy is 4.70.
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Task 2 (4 points)

e (2 points) What are the characteristic features of the obtained distribution compared with the original
text? Provide a screenshot to support your answer.

[ crypToot 1441 - ASCH Histogram of <Caesar encryption of <WarliPeace_Tolstay, key <8, KEY OFFSET: 0= » (2528225 characters)
Fie Edit View Encypt/Decrypt Digitol Signatures/PKI Indiv. Procedures Analysis Options Window _Help
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utenberg EBook of War and Paace. by Leo Tolstoy

IThis eBook is for the use of anyone anywhere at no cost and with aja|’
jalmost no restrictions whatsoever. You may copy it. gve it away or by, from the forests naar the Oregon border. down tha spine of the Siemra Nevada and finally through 2 ~
re-use it under the terms of the Project Gutenberg License included
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Source: Ca
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time. B

The shutds

harvest.

Press F1 to obtain help.

o £ Type here to search = w L) = 5

o The characteristics distribution of the original text compared to the encrypted text is that the
histogram has basically been shifted over 1 character. This can be seen in the spike in the F,
which is usually the E.

e (2 points) How would you apply the features you have discovered in cracking the key?

o To crack the key you would reverse the code by shifting the letters back one, in this instance
an B would be an A.

Task 3 (4 points)

e (1.5 points for War&Peace_Tolstoy.txt) Summarize your observation of the frequency distribution.
Also, provide a screenshot of the frequency distribution.
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o This frequency diagram showed the most frequent character sequences. In the abbreviated
text with 200 characters, ER and TH were the most frequent with a frequency of 6 times each.
HE, AN, and IT, were the next top character sequences.
(1.5 points for a NYT article) Summarize your observation of the frequency distribution. Also,
provide a screenshot of the frequency distribution.
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o This frequency diagram showed the most frequent character sequences. In the abbreviated
text with 200 characters, TH was the most frequent with a frequency of 9 times. This was
followed by HE, AN, and OR.

(1 point) Compare and contrast the two frequency distributions.

o IN the above two distributions, TH, HE, and AN were both top 5 contenders in both text.

This could be useful in determining text, in addition to other factors.
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Task 4 (4 points)

e (2 points) Attach a screen shot that shows the successful creation of the key pair.
BB Crypoot 1441 - WartPeaca Tolt ~ @

Fie Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
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e (2 points) Attach a screenshot that displays the signature verification.

Fie Edt View EncryptDecrypt Digital Signatures/PKI _Indiv. Procedures Analysis Options  Window _Help
Dj|of|E=] 3|%8 &F 2w

G RSA (MDS) signature of <War&Peace Tolstoy>

00000000 53 69 67 6E 61 74 75 72 65 34 20 20 20 20 20 20 20 73 E4 5D 30 34 60 C7 43 09 7D 89 84 EB E7
000QUOLF  7F 54 AF 44 E1 E4 F1 77 B0 1C 06 C1 83 86 8 B9 D2 06 OF 2D €E 21 E2 72 86 EA FB 0D 07
0000003E 74 OF 81 Bl 47 S5F EA 75 E9 10 60 03 0OC 49 64 77 E3 0D 80 &8 9D BS D0 7% BB B2 3F 32 70
000000SD 97 72 20 28 98 59 D1 SF 76 E4 49 1E C0 4C 25 BC 14 14
0000007C 3B DS 18 2D C6 &S AE EE 30 BB 3C BC 6D AD D4 57 B4 ED C7 35 DB 20 20 20 20 20 2
00000098 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 69 67 €E 61 74 75 72 65
000000BA 20 6C 65 GE 67 74 68 34 20 20 31 30 32 34 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 length: 1024
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20
5
£5
0
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2

000000D9 20 20 20 20 20 20 20 20 20 20 41 6C &7 &F 72 20 20 20 20 52 53 41 20 hlgorithn RSk
000000F8 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 48 &1 73 Has
00000117 6B 20 75 BE B3 74 89 BF GE 3A 20 20 20 4D 44 20 20020 20 20 20 20 20 h function:  NDS
00000136 20 20 20 20 20 20 20 20 20 4B 20 20 SB 53 €3 68 77 65 ey: [Schve
00000155 8% 74 7h 65 72 5D SE 41 k4 61 &D SD 5B 52 53 41 31 30 32 34 5D 5B 31 35 37 30 36 37 36 3@ itzer|[kdan][RSA-1024][15706768
33 5D 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 4D €5 73 73 43]
67 65 34 20 20 20 20 20 20 54 6B 65 20 73 63 67 6E 65 B4 20 6D €5 T 61 67 0 63 age: The signed message 1s
69 6E 20 74 63 69 73 20 €6 20 20 20 20 20 20 20 43 3A SC 55 73 65 72 73 5C in this file: C:nlsersh
loont st g-l 61 6D 31 5C 41 70 70 44 &1 74 61 5C 4C 6F £3 61 6C 5C 54 65 6D 70 5C 63 72 79 32 2E 6F  adaml“hppDatatLocal“Temprcry2 o
3

CoypToal X
Corredt signature!
Duration of signature werfication: 0,014 seconds.
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ImageShopping at a Home Depot store in Emenyille, Calif, on Tuesday.
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Task 5 (4 points)

e (1 points) List the cipher and the key for Ciphertext 1.
o Vigenere and RRRRRR
e (1 points) List the cipher and the key for Ciphertext 2.

O
e (2 points) List the cipher and the key for Ciphertext 3.
o ADFGVX
o Unnamed o
File igital Signatures/PKI Indiv. Procedures  Analysis Options  Window
e L
54 Unnamed!
[OF XDDF VADDOF XDDAVVDDXF DVXF XAXAAVDDAAF ADDVXDXGAGA) Ak 5 DAAF AGGVXDADOVXDADKOF DVDDVF VX3
R e B e
DADA#BFGDAFAFFFFGDFAGAFLFFGA:
’XAAGFXXFFDUVAODAWAVDFWFVD:
[+e7e3s
woy | wave |
lmsmmn-nmmmnmnm.wAmm I
Press F1 to obtain help.
o) P Type here to search
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