Homework #5: Active Directory and Group Policy Objects

e This is an individual assignment, and is worth 20 points.
The due date is Thursday, February 271,

e You need to provide your answers to the “Homework #5 — Tasks.docx” file. Change the file name
following the naming convention suggested below.

¢ Naming convention is as follows: homework, underscore, last name, first initial, and extension (e.qg.,
Homework #5_ImG.docx).

e If you do not zoom in your screenshots, | will penalize you.

Installing the Active Directory Domain Services role!

e Logon to Windows Server 2012 VM in Proxmox.
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e In Server Manager, Dashboard > (2) select Add Roles and Features > On the Add Roles and
Features Wizard, click Next.

e On the Select Installation Type page, select the Role-Based or Feature-Based Installation option >
Next.

e On the Select Destination Server page, choose Select a server from the pool (we have only one
server) > Next.

e On the Select Server Roles page, select the Active Directory Domain Service role > Add Features.

e On the Select Features page, click Next > On the Active Directory Domain Services page, click
Next > On the Confirm Installation Selections page, click Install.

o After the installation of the role, a Promote This Server to A Domain Controller link is shown. Do
not close the wizard.
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[ Add Roles and Features Wizard - |a -

DESTINATION SERVER

Installation progress WIN7COSBDHNITT

View installation progress

@ Feawreinstaliation

Configuration reguired. Installation succeeded on WIN-7CO68DHNITT.

Active Directory Domain Services ~
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Creating a new forest

For a new AD DS installation, we should create a new forest, by creating the first domain in the forest

(forest root domain).
o On the Installation Progress page, click the Promote This Server to A Domain Controller

hyperlink.
e On the Deployment Configuration page, select the Add a new forest option > Type “test.ad” as
shown below > Next.

B Active Directory Domain Services Configuration Wizard -8 -
- TARGET SERVER
Deployment Configuration oo nN

Deployment Configuration
Select the deployment operation

Domain Controller Options § )
O Add a domain controller to an existing domain

O Add a new domain to an existing forest
PFaths ® Add a new forest

Additional Options

Review Options

Specify the domain information for this operation
Prerequisites Check

Root domain name: test.ad

More about deployment configurations

e On the Domain Controller Options page, type the password “WinOly@PC2018” for Directory
Services Restore Mode (DSRM) > Next.

o \We see a warning message about a delegation for the DNS server > Next.

e The Additional Options page shows the NetBIOS domain name which is equivalent of the domain
name you specified > Next.
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e On the Paths page, click Next.

e On the Review Options page, click Next.

e On the Prerequisites Check page, we see the wizard conducting a series of environment tests to
evaluate whether the workstation can become a domain controller.

e You should see “All prerequisites passed successfully” > Install > A new forest is created and the
server is configured to function as a domain controller.

& Active Directory Domain Services Configuration Wizard —|a -
P = t C h k TARGET SERVER
rerequisites ec WIN-7COB8DHNITT
l @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration . ) o . o .
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Options | computer
DNS Options Rerun prerequisites check
Additional Options
Paths ~ View results
~ adapter, both IPv4 and IPvb static I[P addresses should be assigned to both |Pv4 and ~
Review Options IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
Prerequisites Check should be done to all the physical network adapters for reliable Domain Name System
(DNS) operation.
A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the =
domain “test.ad”. Otherwise, no action is required.
0 Prerequisites Check Completed
0 All prerequisite checks passed successfully. Click ‘Install’ to begin installation. v

1. If you click Install, the server automatically reboots at the end of the promotion operation.

< Previous Next > Install Cancel

o Restart the computer. When you need to change the password, make sure you change it systematically
so that you can remember the new one. | recommend the following: “WinOly@PC2019”.

Server Manager [= [ |

Server Manager * Dashboard

B Dashboard WELCOME TO SERVER MANAGER

B Local Server

i All Servers -

i'.i P Configure this local server
L)

& DNS QUICK START

B file and Storage Services b

WHAT'S NEW

LEARN MORE
ROLES AND SERVER GROUPS

File and Storage

il ADDS 1 & DNS 1 R 1
v = ¥ ervices
(@ Manageability (@) Manageability (@ Manageability

Events Events Events

Services Services Services

Performance Performance Performance

APA recylts RPA realte BPA results
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Create and manage Active Directory groups and organizational units (OUs)
Creating OUs

e FYI: How to delete an OU from Windows Server 2012 Domain Controller:

https://www.manageengine.com/products/active-directory-audit/kb/how-to/how-to-delete-
organizational-units-ous-in-active-directory-2012.html

e In Server Manager, go to Tools > Active Directory Administrative Center.

W- : -
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADS! Edit

e Right-click on test (local) > New > Organizational Unit.

n; Active Directory... ¢  test(local) (12)

vernew

Change domain controller
Raise the forest functional level.
Raise the domain functional level.

Enable Recycle Bin

New »
Search under this node

Properties
W Managed Senvice Account

o Create the Organizational Unit “Test Users”.
e Within the Test Users OU, create two OUs: SQL Users and Groups.

o ‘Active Directory Administrative Center [=[aT]

~ (2) | Manage  Help

B Active Directory... ¢ TestUsers (2) Tasks
E|= I sl @ @~ v @
w7 Groups -~
B Overview
— - Delete
est Users
Move.
Users
. Search under this node
I Dynamic Access Control 3
Properties
B Authentication »
Test Users ~
B Global Search
New .
Delete
Move..

Search under this node

Properties

Groups ~

WINDOWS POWERSHELL HISTORY )

Creating Users

o Within the SQLUsers OU, create a user: sgluserl. When you create a new user, uncheck “User must
change password at next logon”. For convenience, type the password “Pa$$w0rd”.
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BE |

Create User:

Account
Organization
Member Of
Password Settings
Profile

Policy

Silo

(~) More Information

SQL Userl

Account

First name:
Middle initials:
Last name:

Full name:

User UPN logon:

User SamAccountName ...

Password:
Confirm password:

saL

User1

SQL User1

test

sk

P

I

A [sqlusert

Create in: OU=SQLUsers,OU=Test Users,DC=test,DC=ad Change..

[ Protect from accidental deletion

Log on hours.

Qrganization
Display name:
Office:

E-mail:

Web page:

Log onto.

SQL User1

Other web pages..

TASKS W SECTIONS ¥

LIBI0)
Account expires: ® Never
O End of _
Password options: a
O User must change password at next log on
@ Other password options
[ Smart card is required for interactive log on
[ Password never expires
[ User cannot change password
Encryption options:
Other options: v
(D ‘3}) "5)

Job title:
Department:
Company:
Manager:

Direct reports:

Clear|
v

Repeat the above step to create sqluser2 and sqluser3.

B Active Directory...

M Dynamic Access Control

I Authentication

P Global Search

¢ SQlUsers (3)

SQL User2

& s0LUsen

SQL User1

WINDOWS POWERSHELL HISTORY

Active Directory Administrative Center

< | @

Tasks

QL User! A
Reset password
View resultant password settin
Add to group.
Disable
Delete
Move...
Properties

SQLUsers -

Search under this node

Properties

Within the Groups OU, create a group (not user): sqlgroup. Accept the default for Group scope and

Group type.
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Create Group: SQL Group [tasks | [secTions v |
N
Group Group O®E =
M d B! .
anaged By Group name: % [5aL Group E-mail:
Member Of Group (SamAcco... % sqlgroup Create in: OU=Groups,0U=Test
Members Group type: Group scope: Users,DC=test,DC=ad Change...
i ® Security (O Domain local Description: =
Password Settings ) pistribution ® Glabal
O Universal
[T] Protect from accidental deletion Notes:
Managed By (G

Managed by: Office:

["] Manager can update membership list
Phone numbers:

3 Address:
Main: Street
Mobile:
Fax: City State/Province | Zip/Postal code
Country/Region: ‘ A ‘
Member Of o®e | |
[~
© Meore rformtien

Click Members on the same screen, add sgluserl to the sqlgroup group. For this, click Add... on
the Members screen. Type sgluserl in the box and click Check Names.

Select this object type:

‘Usets. Service Accounts, Groups, or Other objects | | Object Types... |

Erom this location:

‘Iestad | | Locations... |

Enter the object names to select (examples):
SQL Userl

Go to sqluserl and add it to the group Domain Admins. If you do not add sqluserl to Domain
Admins, sgluserl cannot logon to this domain controller.

Select this object type:
‘Gloups or Built-in security principals | | Object Types... |

Erom this location:

‘heslad | | Locations... |

Enter the object names to select (examples).

Domain Admins Check Names
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e (Task 1) Show in a screenshot that the three domain users (sgluserl, sqluser2, sqluser3) are created in
SQLUsers OU. Also show in a screenshot that sqlgroup is created in the Groups OU.

o (Task 2) Go to sqluserl properties and show in a screenshot that sgluserl is a member of Domain
Admins and sqlgroup.

Creating sqglgroup Login in SQL Server

e Loginto SQL Server with Windows Authentication.

e Go to Security > Right-click on Logins > New Login...

e On Login — New screen, click on Search... (located on the top-right)

o On Select this object type screen, click on Object Types... > Check Groups and uncheck the others.

e Enter sglgroup in the box and click on Check Names. Save the setting and make sure
“TEST\sqglgroup” is included in Logins.

Select User, Service Account, or Group -
Selectthis objecttype:
|G"°UP ‘ | Object Types... |
Erom this location:
|En1jre Directory ‘ | Locations... |

Enter the object name to select (examplas).

SQL Group Check Names

OK | | Cancel |

-] i@ WIN-7CO68DHNITT (SQL Server 13.0.4001.0 - TEST\/
+ Databases
= Security
= Logins

e ##MS_PolicyEventProcessinglogin##
e ##MS_PolicyTsqlExecutionLogin##
|_certSignSmDetach

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT Service\MSSQLSERVER

NT SERVICE\ReportServer

NT SERVICE\SQLSERVERAGENT

NT SERVICE\SQLTELEMETRY

NT SERVICE\SQLWriter

NT SERVICE\Winmgmt

sa

o

& WIN-7CO68DHNITT\Administrator
e Exit the SQL Server.

e Log off Windows 2012 completely and log back on with sqluserl domain admin account. For this
you should switch user on the Windows logon screen.
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Other user

00000000| L

Sign in to: TEST

e Logon to SQL Server with Windows Authentication. You have to have Windows Authentication with
the username “TEST\sqluserl”.

L] Connect to Server -
SQL Server
Server type: |Database Engine vl
Server name: | W |
Authentication: |‘.“.|'ind0ws Authentication W |
TESTsqluser]
| Connect | | Cancel | | Help | | Cptions >> |

e (Task 3) Run the following query on SQL Server and show in a screenshot that you indeed logged-on

with sqgluserl.

SELECT SUSER NAME ()

e Restart Windows 2012 Server with the Administrator (domain admin account).

Applying GPOs to SQL Server

e We are going to apply a GPO — password policy — to SQL Server.

e In Server Manager, go to Tools > Group Policy Management > Forest > Domains > test.ad >
Default Domain Policy.

e On the right screen, click on Settings. Remember the two conditions minimum password length and
password complexity.
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= File Action View Window Help

= #zE & HE

3 Group Policy Management Default Domain Policy
4 £ Forest: testad |Scope| Details‘ Settings |Delegaﬁon |

4 [Z Domains

4 %5 testad Default Domain Policy

1 21 Domain Controllers

» [Z] Test Users
» [ Group Policy Objects
1 [ WMI Filters

Data collected on: 2/21/2018 11:29:02 AM

i Default Domain Policy
Computer Configuration (Enabled)

(3] Managed Users

Security Settings

» [ Starter GPOs Account Policies/Password Policy

b Cim Sites
i Group Policy Modeling
[ Group Policy Results

Policy Setting
Enforce password history 24 passwords remembered
Maximum password age 42 days
Minimum password age 1 days
Minimum password length 7 characters
[ Password must meet complexity requirements Enabled ]
Store p ds using ible encryption  Disabled

| Account Policies/Account Lockout Palicy

‘Policy

e (Task 4) Logon to SQL Server. Create a login “Cardinall”. Select SQL Server authentication.
Enter the password “1234567”, and show in a screenshot that the login cannot be created. Explain

why?

Object Explorer

v B3 Xx

Comect> § *§ o Y &

“ 8 WIN-7COB8DHNITT (SQL Server 13.0.4001.0 - TEST\adn

& ™ Databases
% ™ Security
w-
® ™ Ser
@ ™ Crel
= ™ Cryf
% ™ Auc
# W Ser
¥ ™ Server
# ™ Replication
™ PolyBase

New Login..
Filter »
Start PowerShell
Reports y
Refresh

@ # Always On High Availability
% ™ Management
™ Integration Services Catalogs

Al SQL Server Agent (Agent XPs disabled)
# [8 XEvent Profiler

e EXit SQL Server.
o Go to Server Manager > Right-click Default Domain Policy > Click on Edit...
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Server Manager * Dashboard

a Group Po

i Dashboard & File Action View Window Help

I Local Server et 0l X a| B

W& Al Servers |Default Domain Policy
= ) Scope | Detals | Sesings [ D
# ADDS e

& DNS Display links in this location
#§ File and Storage Se Edit

Enforced

Link Enabled

Save Report

View

New Window from Here
Delete

Rename

Retresh

Help
Add

WMI Filtoring

This GPO is finked 1o the follc

Open the GPO editor

e You will see Group Policy Management Editor.
e Go to Computer Configuration > Policies > Windows Settings > Security Settings > Account
Policies > Password Policy.

Group Policy Management Editor \;‘E-

File Action View Help
s 2E =

=/ Default Domain Policy [WIN-TCO68DHNITT. ~ || Palicy - Policy Setting
i Compgter Configuration Enforce password history 24 passwords rer
A Pgllcms = Maximum password age 42 days
i [ Software Settings L
3 N Minimum password age 1 days
4 [ Windows Settings L
Minimum password length 7 characters

- (1 Name Resolution Policy
1= Scripts (Startup/Shutdown)
4 5 Security Settings
4 = Account Policies
I 35 Password Policy
I 33 Account Lockout Policy

Password must meet complexity requirements Enabled
Store passwords using reversible encryption Disabled

< m > < m >

e Disable the password complexity requirement policy.

Password must meet complexity requiremer

Security Policy Setting | Explain |

_ﬂ: Password must meet complexity requirements

[w] Define this policy setting:

(_)Enabled

o Restart SQL Server.

e (Task 5) Create a login “Cardinal2”. Select SQL Server authentication. Enter the password
“1234567”, and show in a screenshot that the login is created. Explain why this was possible. Explain
also the relationship between the GPO and the SQL Server password policy.
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o Delete the SQL Server logins you have created.
e Enable the password complexity requirement policy.
e Now you can add clients (e.g., Windows 7 workstations) to the domain.

Creating a new AD user using PowerShell

e You are going to create a new AD user using PowerShell. First, you need to read the following
document: Netwrix Windows PowerShell Tutorial for Beginners.pdf.

o (Task 6) Create a new AD account using the command New-ADUser explained on pp 12-13. Refresh
after running the command. Show in a screenshot that the account is indeed created (example below).
Also, attach a screenshot that displays the PowerShell execution.

e The account has the following attributes:

o Name: your full name

Given Name: your given name

Surname: your surname

Account Name: first_initial.last_name (e.g., G.Im)

User Principal Name: first_initial.last_name@test.ad (e.g., G.Im@test.ad)
Path: OU=SQLUsers,OU=Test Users,DC=test,DC=ad

O O O O O

When you run the command, make sure you place the entire command in one single line.

B Active Directory Administrative Center \;‘E-

- @ |Manage Help

B Active Directory.. < SQLUsers (4) Tasks
E = Filter i (@ - @ - (v) &
Ghiyoung Im (Disabled) AN

IS8 Overview

Fay Name - Type Description Reset password...
H: test (local)

Test Users\SQLUsers /7y Ghiyoung Im User View resultant password settings...
Users & 5QlL Usert User Add to group...
Test Users\Groups & SOLUser2 User Enable
[
M Dynamic Access Control p e SQLUser3 User Delete
M Authentication b < 1] > Move... -
O Glabal Search Ghiyoung Im (Disabled) v Properties
User logon:  G.Im Expiration:  <Never> SQlusers ~
E-mail: Last log on:  <Mot Set= New »
Modified: 2/20/2019 10:58 AM Delete
Description:
Move...
Search under this node
Properties -
WINDOWS POWERSHELL HISTORY ~)
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FOLKS, GREAT JOBR!! YOUDIDIT!!
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